
is
su

e:
 In

st
ru

m
en

ta
tio

n,
 C

on
tro

l, 
an

d 
In

fo
rm

at
io

n 
Sy

st
em

s C
on

tri
bu

tin
g 

to
 A

ut
om

at
io

n 
an

d 
En

er
gy

 S
av

in
g

A B S T R A C T

45

 *   Power Electronics Industry Business Group, Fuji Electric 
Co., Ltd.

1. Introduction

In recent years, stricter international environmen-
tal regulations in the ship industry have increased the 
need to switch from conventionally used fuels to fuels 
that conform to environmental regulations and install 
exhaust gas cleaning systems (EGCS).  However, sys-
tems that comply with environmental regulations are 
more sophisticated than conventional ship equipment 
and are difficult to handle, making it difficult for crew 
members alone to deal with equipment failures.  In 
addition, ships often sail at sea throughout the year, 
which results in the unique problem that manufactur-
ers are not able to attend ships immediately.  On the 
other hand, the spread of land-to-ship broadband com-
munications using satellite communications is rapidly 
advancing, and ships sailing at sea can enjoy fixed-
price, high-speed communication services.

To resolve the ship-specific problems described 
above, Fuji Electric has developed an Internet of 
Things (IoT) system for ships to be applied to EGCSs(1).  
This equipment is used to monitor measurement log 
data and alarms using a cloud server.  When a fault oc-
curs in the equipment, remote support can be provided, 
such as by determining the point of failure from the 
measurement log data and providing repair instruc-
tions without anyone having to attend the ship.  The 
ship IoT system provides a diagnostic function to pre-
dict abnormalities utilizing Fuji Electric’s artificial in-
telligence (AI) technology(2), enabling condition-based 
maintenance (CBM), in which faults in equipment are 
predicted, and maintenance is performed at optimal 
times.  The function helps reduce downtime caused by 
equipment failure and suggests the optimal timing for 
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Recent stricter international environmental regulations in the maritime industry have been encouraging the instal-
lation of exhaust gas cleaning systems (EGCS) to purify the exhaust gas emitted from ships.  As part of this effort, 
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tions.  This IoT system is able to monitor EGCS measurement log data and alarms by utilizing a cloud server.  It also 
provides a diagnostic function to predict abnormalities and facilitates timely maintenance before equipment malfunc-
tions in order to shorten equipment downtime and reduce the work costs required for troubleshooting.

replacement and the purchase of spares.

2. Ship IoT Systems and Current New Needs

Figure 1 shows a configuration diagram of the 
ship IoT system.  In this system, the edge device 
“FiTSA Σ” embedded in the IoT relay panel installed 
on the ship transmits measurement log data stored 
in the EGCS monitoring control panel and the alarm 
history of each device to the Fuji Electric cloud 
server at fixed periods using satellite communica-
tions.  The ship management company can monitor 
ship data by accessing the cloud server.  Taking into 
consideration the characteristics of satellite commu-
nications, the communication protocol adopted for 
cloud servers is Message Queue Telemetry Transport* 

 (MQTT), which uses retransmission and other means 
to ensure the reachability of information even when 
the network environment is unstable.  The connection 
between the IoT relay panel and the line used by the 
ship management company can be completed by set-
ting a fixed IP address and a default gateway, just like 
a typical Internet connection.  In addition, regarding 
the security of cloud servers, risk reduction and pro-
tection of important information are implemented in 
accordance with ISO/IEC 27017:2015 (cloud security 
standard) and Fuji Electric’s security policy.

Fuji Electric began offering the ship IoT system in 
April 2021(1).  Figure 2 shows the workflow of response 
to failures before and after the introduction of the ship 
IoT system.  Prior to the introduction of the system, if 
a fault occurred in a ship’s system or equipment, the 
situation would be reported by email from the ship to 

*   MQTT is short for Message Queue Telemetry Transport, 
which is a lightweight messaging protocol that communi-
cates using the TCP/IP protocol.
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the ship management company, who would request 
a fix from Fuji Electric, the supplier of the system or 
equipment that seems to be the cause of the problem.  
Upon receiving the request, Fuji Electric would contact 
the ship management company about the cause of the 
fault and solutions, and the ship management com-
pany would relay information to the ship.  If the prob-

lem could not be resolved by the provided solutions, the 
situation would be reported to Fuji Electric again.  The 
same interaction would be repeated until the fault is 
resolved, and therefore, resolving problems generally 
took a lot of time.

The introduction of the ship IoT system allows Fuji 
Electric to understand the condition of the facilities 
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Fig.1  Ship IoT system configuration diagram
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Fig.2  Workflow of responses to failures before and after the introduction of the ship IoT system
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and the issued alarms by checking the measurement 
log data and historical data stored in the cloud server 
without waiting for a call from the ship management 
company, enabling quick responses to failures.  In ad-
dition, the ship IoT system  automatically delivers an 
email containing the details of the alarm and what 
action to take when an alarm is issued, enabling the 
ship’s crew to respond quickly without waiting for the 
manufacturer to contact them.

In recent years, however, ship management com-
panies and crew members who use EGCSs have in-
creasingly been calling for the ability to find how to re-
spond to problems via the cloud server and the ability 
to use collected data to prevent problems.

3. New Services to Streamline Operations 
Management

To meet the needs described in Chapter 2, we have 
developed a diagnostic function to predict abnormali-
ties utilizing Fuji Electric’s analytics and AI technol-
ogy(2).

For the ship IoT system, we built our diagnostic 

services to predict faults by adopting multivariate 
statistical process control (MSPC), which falls under 
the diagnostic technology category of analytics and AI 
technologies.  Figure 3 is an overview of our MSPC.  
MSPC uses multivariate analysis to quantify out of the 
ordinary values from the correlation of multiple data.  
Ships operate around the world, and their equipment 
runs under various seasons, temperatures, weather, 
and other conditions.  Therefore, even given the same 
equipment, the data characteristics differ from ship to 
ship.  In addition, satellite communications are used 
to send and receive data, but data may be lost due to 
weather or sea conditions.  To deal with usage envi-
ronments that are specific to each ship, this service 
preprocesses data using data cleansing and character-
istic acquisition technology to automatically generate 
a sound model.  The condition of the facility can be 
understood from the deviation (Q value) between the 
sound model and the present value.  Furthermore, the 
contribution of the Q value is shown for each diagnosis, 
which makes it possible to know which measurement 
values deviate significantly, allowing the cause of the 
deviation to also be identified.  Conventional services 
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and propose the optimal maintenance and replacement 
timing for spare parts to reduce the burden of ship 
maintenance.  We will also respond to needs for solu-
tions for ship equipment other than EGCSs.

Although the adoption of fuels that comply with 
environmental regulations and the development of 
equipment compatible with these fuels have pro-
gressed remarkably, the safe and efficient use of new 
fuel oil is also essential, and the need for remote moni-
toring by combining sensors and IoT devices is increas-
ing.  In addition, development in the automatic opera-
tion of ships is progressing, and with the aim of keep-
ing marine operations safe, the need for remote moni-
toring and other diagnostic methods for the prediction 
of faults is expected to increase further.  In light of this 
social environment, Fuji Electric will continue to pro-
vide services that utilize its strengths in analytics and 
AI technology.
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often perform upper and lower limit monitoring for 
each measurement value, but MSPC can detect signs 
of faults that would be missed by the this method.

Figure 4 shows the screen for predictive diagno-
sis of faults for the Fuji Electric gas analyzer used in 
our EGCS.  The alarm shown here does not indicate 
an equipment failure, but rather the detection of a 
tendency of the equipment to deviate from the normal 
state, and this tendency is determined based on the 
results of the predictive diagnosis of faults.  The gen-
erated alarm and troubleshooting for the alarm are 
linked together, and the maintenance manual can be 
displayed by clicking the View Manual button.  This 
allows the crew of the ship to take appropriate and 
prompt action.  In the past, when equipment failed, 
troubleshooting was time-consuming because it was 
necessary to find the maintenance items in the instruc-
tion manual according to the problem.  However, by 
utilizing this diagnostic function to predict faults, the 
equipment downtime and labor required to respond to 
problems can be reduced.

4. Postscript

This paper has described a ship IoT system that 
achieves the efficient operation management of ex-
haust gas purification systems.  Going forward, we 
will expand the scope of predictive diagnosis of faults 
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